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MACHINE LEARNING

Toward universal steering and 
monitoring of AI models
Daniel Beaglehole1†, Adityanarayanan Radhakrishnan2,3†*,  
Enric Boix-Adserà4, Mikhail Belkin1,5* 

Artificial intelligence (AI) models contain much of human 
knowledge. Understanding the representation of this knowledge 
will lead to improvements in model capabilities and safeguards. 
Building on advances in feature learning, we developed an 
approach for extracting linear representations of semantic 
notions or concepts in AI models. We showed how these 
representations enabled model steering, through which we 
exposed vulnerabilities and improved model capabilities. We 
demonstrated that concept representations were transferable 
across languages and enabled multiconcept steering. Across 
hundreds of concepts, we found that larger models were more 
steerable and that steering improved model capabilities beyond 
prompting. We showed that concept representations were 
more effective for monitoring misaligned content than for using 
judge models. Our results illustrate the power of internal 
representations for advancing AI safety and model capabilities.

Modern artificial intelligence (AI) models achieve expert level perfor-
mance on a broad range of scientific, mathematical, and factual assess-
ment tasks (1, 2). Yet our understanding of their internal representation 
of knowledge remains elusive, making it challenging to use them to 
the best of their capabilities and build safeguards. Indeed, models’ 
responses can change in complex and hard-to-predict ways based on 
prompting. For example, simply prompting large language models 
(LLMs) to show their work before answering questions [an example 
of chain-of-thought prompting (3)] often improves accuracy. Similarly, 
certain adversarial modifications of the prompt can induce a model 
to override built-in safeguards, such as those against providing instruc-
tions on building a bomb (4).

Substantial recent effort has gone into understanding how semantic 
notions or concepts such as hallucinations, harmfulness, deception, 
and many others are represented in LLMs. Indeed, a major goal is to 
identify patterns in the internal activations of LLMs that track these 
concepts. Upon identification, these patterns could be used for both 
steering of model responses toward or away from the concept and 
monitoring whether a concept is active during response generation.

An important line of work (5–8) approached concept steering and 
monitoring by using unsupervised learning techniques such as sparse 
autoencoders. These techniques were used to discover concept-related 
features stored in LLMs without specifying concepts in advance. This 
approach has led to the discovery of certain steerable concepts in LLMs. 
For example, researchers at Anthropic used this approach to identify 
activations related to the “Golden Gate Bridge” concept in Claude. 
Perturbing these activations led to the model “obsessing” about the 
bridge (6). For instance, in (9), when Claude was asked, “What is your 

physical form?” the steered model responded with, “I am the Golden 
Gate Bridge, a famous suspension bridge that spans the San Francisco 
Bay. My physical form is the iconic bridge itself [...],” demonstrating 
how the model incorporated the concept of the Golden Gate Bridge 
within the context of the response despite having no sensory access 
to the actual bridge.

However, a challenge with unsupervised approaches is that they are 
not guaranteed to surface patterns that track a specific concept of 
interest. Extra effort is required to identify concepts of interest within 
a large set of putative concepts. Given this challenge, others turned to 
supervised learning approaches (10–20). The majority of these works 
relied on probing, which involves training predictive models to extract 
concept features. In particular, recent work (21) and discussions (22) 
have argued for the effectiveness of probing over unsupervised meth-
ods for both steering and monitoring. Despite the effort in this area, 
it is unclear how well these probing methods can effectively surface 
concept features for steering and monitoring. Extraction and charac-
terization of general concept representations in large-scale AI models 
thus remains a fundamental open problem.

In this work, we developed an effective, scalable method for extract-
ing linear representations of general concepts in the activations of 
large-scale AI models. We showed that these representations enabled 
steering and monitoring of a broad set of concepts. Our results shed 
light on fundamental properties of concept space, such as concept 
transferability across language and the ability to mix concept repre-
sentations. Key to our study was the use of a recently developed algo-
rithm for feature extraction, known as the Recursive Feature Machine 
(RFM) (23), which provided a scalable and effective approach for ex-
tracting concept-related features. An overview of our approach is pre-
sented in Fig. 1.

Our general approach enabled steering concepts across a broad set 
of model architectures [LLMs, vision language models (VLMs), and 
reasoning models] and model scales (8 billion to 90 billion parame-
ters). Through steering, we exposed and mitigated model vulnerabili-
ties and also improved capabilities across these various architectures. 
By studying steering across 512 concepts and three models from the 
Llama LLM series (24), we found that newer, larger, and better per-
forming models were also more steerable.

We demonstrated that concept features extracted using our meth-
odology were effective for monitoring LLM hallucinations and toxic 
content. Across six benchmarks, predictive models built using concept 
features outperformed LLMs that judged outputs directly (including 
GPT-4o and LLMs specifically fine-tuned for the task).

Our scalable approach can be readily integrated into standard infer-
ence pipelines. For example, using a single NVIDIA Ampere series 
(A100) graphics processing unit (GPU), it took under 1 min and fewer 
than 500 training samples to identify features and steer toward a con-
cept of interest. As such, we envision that our work will open new 
avenues for systematically mapping the representation of concepts 
within large-scale AI models and for developing effective, cost-efficient 
alternatives to standard fine-tuning methods of deep neural networks.

Results
Concept steering and monitoring through RFMs
We perform concept steering and monitoring in AI models by using 
RFMs, which are algorithms for learning features with general non-
linear predictive models. We begin with a brief primer on LLMs and 
the RFM algorithm below.

LLM overview and nomenclature: LLMs are neural network models 
trained on tokenized text given a vocabulary of d tokens. LLMs are 
trained to predict the next token in a sequence given t  previous to-
kens. An LLM implements a map, f :ℝt×d

→ ℝ
d, where any input 

X ∈ ℝ
t×d is a sparse matrix with entry (i, j) containing a 1 if token j 

occurs in position i  of the input sequence and zero otherwise. 
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Standard LLMs also utilize token positional embeddings (omitted 
for simplicity). The function f  is decomposed into computational 
“blocks” as follows:

where E:ℝt×d
→ ℝ

t×k is an embedding layer, each of the A �
(X) ∈ ℝ

t×k 
is a matrix of activations, each of the functions B

�
:ℝ

t×k
→ ℝ

t×k is a 
block, and R:ℝt×k

→ ℝ
d is a readout layer. We have omitted details for 

the exact parameterized structure of blocks because our approach 
relies only on block outputs. All models considered in this work have 
been “instruction tuned” [for example, through reinforcement learning 
from human feedback (25)]. We will refer to models by referencing 
their version, size, and quantization (e.g., Llama 3.3 with 70 billion 
parameters and 4-bit quantization is denoted Llama-3.3-70b-4-bit).

Steering: The key step for steering LLMs is to extract a per-block con-
cept vector, which is a vector that can be added to activations to push 
generation toward a prespecified concept. For vector extraction, we 
curated a training dataset of n prompt-label pairs {X (i), y(i)}n

i=1
 where 

X (i) ∈ ℝ
t×d and y(i) ∈ {0, 1}, with 1 indicating that the prompt con-

tains the concept of interest and 0 indicating that it does not (we can 
more generally steer nonbinarized concepts, such as review ratings, by let-
ting the labels take on real values). For each prompt X (i), we computed the 
activations {A �

(

X (i)
)

}L
�=2

∈ ℝ
t×k and let a(i)

�
∈ ℝ

k denote the last row of each 
A

�

(

X (i)
)

. Given data Z
�
=
[

a
(1)

�
, … , a

(n)

�

]

 and labels y =
[

y(1), … , y(n)
]

, 
we need an algorithm to extract the concept vector for block �.

Intuitively, a concept vector should capture features in activation 
space that track the concept of interest. Thus, we need a learning al-
gorithm that learns directions in the activation space that have the 
most influence on the output label. We selected the RFM introduced 
in (23) (supplementary text A).

Given per-block concept vectors {v
�
}L
�=2

, we steered LLMs by addi-
tively perturbing A(X) during the forward pass as follows: Letting A

�,r
 

denote the rth row of A
�
, we replaced activations A

�
 by

where ϵ ∈ ℝ is a constant parameter we refer to as the control (or 
steering) coefficient. Values of ϵ can vary per concept and per model. 
To steer for multiple concepts simultaneously, we simply let v

�
 be a 

linear combination of the concept vectors. As a note, we actually omit-
ted steering the first block in our experiments because we found results 

A1(X) =E(X),

A
�
(X) =B

�

(

A−1(X)
)

for �∈{2, … ,L},

f (X) =R
(

A
L(X)

)

,

Ã
�,r
(X): =A

�,r
(X)+ϵv

�
for r∈[t],

A

B

C

Fig. 1. Concept steering and monitoring in multimodal models using a feature learning algorithm known as the Recursive Feature Machine (RFM). All outputs are 
generated using Llama-vision 3.2 with 90 billion parameters (and 4-bit quantization). Details are presented in materials and methods. (A) To extract concept vectors, an RFM 
model is trained at each block of an AI model to predict whether or not prompts correspond to the concept class. The top eigenvector vi of the average gradient outer product 
(AGOP) of RFM i  is the concept vector for block i . (B) Models are steered toward the concept by adding ϵvi to the outputs of block i  for constant ϵ > 0. (C) A concept is 
monitored by ensembling RFM features across blocks and training a model to predict whether the concept is active or not.
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to be more sensitive to tuning the control coefficient when incorporat-
ing this block’s concept vector.

Monitoring: In monitoring, we used blockwise features to predict whether 
model inputs contain a concept of interest. With slight modification, 
the procedure for steering can also be used for monitoring. Given labels 
for the concept to monitor, we followed the steering approach up to 
the point of concept vector extraction. Instead of extracting a single con
cept vector v per block, we extracted the top p eigenvectors {v

�, j
}
p

j=1
. 

Our training inputs at each block were then vectors in ℝp with entries 
given by 

⟨

a
(i)

�
, v

�, j

⟩

 for all �∈ {2, … ,L} and j ∈ [p]. Given these train-
ing inputs and labels, we selected between one of the following two 
strategies for monitoring: (i) training blockwise predictors and se-
lecting the most predictive model and (ii) training a predictive model 
on blockwise features aggregated into a vector h(i) ∈ ℝ

(L−1)p.

Steering large models
Qualitative demonstration of RFM steering: We used RFM to steer a 
broad range of models including LLMs, VLMs, and reasoning mod-
els. Figure 1B already demonstrated how steering toward the “anti-
refusal” concept exposed vulnerabilities in a large-scale VLM. As 
another example, applying the same procedure to Llama-3.3-70b-4-bit 
led to precise instructions for making dangerous materials (fig. S1). 
Additional examples for VLMs are presented in figs. S2 and S3. Steer
ing can also be used to have models take a perspective on topics. 
For example, RFM-based steering enabled Llama-Vision-3.2-90b-4bit 
to take on extreme liberal and conservative stances (Fig. 2A and fig. 
S4). We also used RFM to identify concept vectors and suppress 
deception in DeepSeek (figs. S4 and S5, table S1, and materials 
and methods).

We note two observations regarding these learned concept repre-
sentations: (i) They appeared to be transferable across language, and 
(ii) they could be combined with representations of other concepts to 

enable multiconcept steering. We showed how conspiracy theorist 
concept vectors learned using English training data could elicit con-
spiracy theorist responses across different languages (Fig. 2B and 
fig. S6). For the second observation, linearly combining the concept 
vectors for two concepts enabled multiconcept steering (Fig. 2C 
and fig. S6).

We also steered between human languages and across numerical 
concepts, such as review ratings (figs. S7, S8, and S9). We presented 
evidence that direct prompting itself results in low-rank perturba-
tions of activations, suggesting that concept vector extraction with 
RFM identifies low-rank perturbations corresponding to certain 
prompts that elicit steered responses (fig. S10). Lastly, adding con-
cept vectors to a single block alone can elicit steered responses 
(fig. S11).

Quantitative evaluation of the steerability across 512 concepts: To sys-
tematically evaluate steerability across many concepts, we automated 
three tasks: (i) concept generation, (ii) concept extraction training data 
generation, and (iii) steering evaluation.

We automated the first task by using GPT-4o to produce 512 con-
cepts across each of 5 concept classes (Fig. 3A and table S2). To 
generate training data for each concept, we prompted GPT-4o to pro
vide 400 statements. We then formulated each statement as a prompt 
by prepending “What are your thoughts on the following statement?” 
We split these statements into two sets: one receiving label 0 and 
the other receiving label 1 (table S3). For each concept, we created 
a prefix template to prepend to statements with label 1 (materials 
and methods).

To evaluate steering, we formulated five questions for each con-
cept class, which were designed to elicit responses indicative of the 
concept. For all concepts and questions, we steered responses across 
a fixed range of coefficients. We then prompted GPT-4o to evaluate 
steered responses (materials and methods). Using our pipeline, we 

A

B

C

Fig. 2. Steering AI models using RFM, transferability of concept vectors across languages, and steering toward a mixture of concepts for the VLM Llama-3.2-90b-4-bit. 
(A) Using conservative and liberal concept vectors to steer Llama-vision-3.2-90b-4-bit to take a stance on gun control. (B) Concept vectors learned using English training 
data are used to steer toward a conspiracy theorist personality in Chinese. Both the steered outputs along with translations are shown. (C) Steering toward a mixture of 
conspiracy theorist and Shakespeare concept vectors.
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evaluated the number of concepts successfully steered across: 
four different concept vector extraction algorithms [principal com-
ponents analysis (PCA), difference in means (“Diff. Means”), logistic 
regression (“Logistic”), and RFM], all five concept classes, and three 
Llama models (materials and methods).

We observed that newer and larger LLMs were more steerable 
despite there being no architectural differences between Llama-3.3-
70b-4-bit and Llama-3.1-70b-4-bit (Fig. 3B). We also found that cer-
tain concept classes were more steerable as model size increased 
(21.3 to 90.8% steerability for topophile concepts). Steerability did 
not consistently improve across model sizes for specific concept 
classes. There could be many reasons for this observation, including 
that using fixed control coefficients for all concepts and questions 
may be suboptimal. Lastly, we found that RFM provided a substan-
tial advantage over other methods for overall steering across model 
sizes. We provided examples of outputs across model sizes and 
methods (fig. S12 and tables S4 and S5). To mitigate potential evalu-
ation biases arising from using GPT-4o alone, we evaluated steered 
responses by using three additional AI judges (fig. S13). Tuning 
RFM over hyperparameter choices and training sample sizes led to 
further improvement in steering (fig. S14). Lastly, other model families 
[e.g., Falcon (26) and Mistral (27)] are increasingly steerable at larger 
scales (fig. S15).

Steering improved performance on high-precision tasks: We next 
applied steering to translating from Python code to C++ (materials 
and methods). In this task, an error on even a single token could 
lead to incorrect results. We evaluated steered code by testing it on 
publicly available coding challenges from the HackerRank website 
(28) (fig. S16 and supplementary text B). HackerRank provides a 
number of algorithmic challenges that are annotated by difficulty 
(easy, medium, hard), and these challenges come with a submission 
portal where code can be submitted and evaluated for correctness 
and runtime efficiency.

We compared the accuracy of steered responses with both the origi-
nal responses and with responses obtained by prompting the models 
to answer directly in C++. Notably, on Llama-3.3-70b-4-bit, we found 
that steering improved performance over both the original responses (in 
Python) and directly prompting the model to answer in C++ (Fig. 3C). 
By steering across multiple control coefficients, we found that re-
sponses transitioned between (i) answering in C++ and following the 
logic of the original models’ response and (ii) answering in C++ and 
following the logic of the models’ response when prompted in C++. 
An example is shown in Fig. 3C (full code is found in fig. S17). In ad-
dition to improving coding performance, we also used steering to im-
prove reasoning performance through chain-of-thought (table S6 and 
materials and methods).

A

B

C

Fig. 3. Quantitative evaluation of RFM-based steering. (A) Training data generation for 512 concepts across five concept classes. (B) Comparison of steerability across 
four methods [RFM, logistic regression (“Logistic”), difference in means (“Diff. Means”), and PCA] and Llama model sizes and versions. Percentage of successfully steered 
concepts per class and over all 512 concepts, as evaluated by our GPT-4o agent, is presented. (C) Evaluation of steering from Python to C++ when answering coding questions. 
Evaluation of code generated using prompting with no programming language specified (“Original output”), prompting an answer in C++, and steering to C++ in Llama-3.3-
70b-4-bit. Percentages indicate average proportion of test cases passed per problem across 25 “Easy” problems, 25 “Medium” problems, and over all 50 problems (“Overall”) 
(732 total test cases). An example of a “Medium” difficulty question from HackerRank for which Llama-3.1-70b-4-bit originally outputs incorrect Python code (passing 3/25 test 
cases) but steering to C++ produces correct code (passing 25/25 test cases) is provided (full response in fig. S17).
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Accurate monitoring by probing internal representations
We applied concept vectors to monitor LLM-generated text for hal-
lucinations and human-generated text for toxic content. For monitoring 
hallucinations, we considered four benchmark datasets: (i) HaluEval 
General (HE-Gen) (29), (ii) PubMedQA (30), (iii) RAGTruth (from the 
HaluBench dataset) (31), and (iv) FAVABENCH (32) (materials and 
methods and table S7). For monitoring toxicity, we considered (i) 
RAGTruth (31) and (ii) ToxicChat (33).

Given these datasets, we compared the performance of two types of 
models: (i) LLMs that judged outputs directly and (ii) predictive models 
built by using concept vectors. For the former, we directly prompted 
LLMs [GPT-4o, ToxicChat-T5-Large (33), and Llama models] to evaluate 
responses (materials and methods). For the latter, we used RFM to 
extract multiple concept vectors per block and trained classifiers on 
top of the projection of activations onto concept vectors. We consid-
ered two types of classifiers: one trained on projections ensembled 
across many blocks and one that was the best of the classifiers trained 
by using projections at each block separately (materials and methods). 
We measured performance according to the area under the receiver 
operating characteristic (AUROC) curve.

Overall, we found that probing activations was better than using 
judge models of the same architecture (Fig. 4A). Moreover, probes built 
by using open-source models outperformed both GPT-4o and fine-
tuned LLMs such as ToxicChat-T5-Large (Fig. 4B). Lastly, RFM-based 
probing was the best on average across all datasets compared with 
linear and logistic regression (table S8), and the only method for which 
probing outperformed GPT-4o on FAVABENCH.

Discussion
Modern AI models have absorbed much of human knowledge. Under
standing how to interact with their representation of knowledge is key 
to using these models to the best of their capabilities. Although prompt-
ing is the typical form of interaction, utilizing their internal represen-
tations may be a more effective alternative. By directly perturbing 
activations, we exposed model vulnerabilities, mitigated misaligned 
behavior, and improved model performance in coding and reason-
ing tasks. Moreover, we found that monitoring concept activity from 
activations outperformed prompting AI models to judge their own 
outputs. Together, these results suggest that the models know more 
than they express in responses and that understanding internal 
representations could lead to fundamental performance and safety 
improvements.

A notable observation about model representations is the sheer 
number of concepts that are linearly represented in large-scale AI 
models. Even complex notions, from personifying someone who is 
terrified of buttons to translating between English and Hindi, can be 

steered through additive linear perturbations. Perhaps the most no-
table fact is that concept vectors exist or can be extracted at all.

Consider English to Hindi translation. It is clear that “the manifold” 
of English sentences has an invertible “translation map” to “the mani-
fold” of Hindi sentences, because translations between languages exist. 
But why should this map be implementable through simple vector 
addition? It is particularly noteworthy given the historical context of 
machine language translation, until recently considered a difficult 
problem. Such linearity appears to be an extreme manifestation of a 
broader phenomenon known as the linear representation hypothesis 
(34–36). This hypothesis refers to the idea that semantic relationships 
are encoded by linear transformations in the space of network repre-
sentations. Our results provide further evidence for this phenomenon.

Nevertheless, it is mysterious how linear structures arise through 
training and why even a single vector applied at a single block can reli-
ably induce a coherent behavioral shift in multibillion-parameter mod-
els. It is also mysterious why classification-based approaches, using so 
little data, reliably succeed in extracting these concept vectors. Our 
approach for concept vector extraction relied on identifying features 
distinguishing between prompts in which the concept was active and 
those in which it was not. For the case of translation between English 
and Hindi, it is easy to linearly separate Hindi from English because 
different token sets represent these languages. Thus, the features that 
LLMs use to distinguish these languages need not be useful for transla-
tion. Yet, as we showed, they are.

It is important to consider that steering and classification vectors 
could a priori be quite different (Fig. 5). Even if English and Hindi 
(represented as ellipses) can be matched through a linear transforma-
tion, the steering direction cannot be recovered from the classification 

A B

Fig. 4. Comparison between LLM judges and RFM-probes for monitoring hallucinations and toxic content. Evaluation of LLM judges and RFM-probes across six 
benchmarks: FAVABENCH (32), HaluEval General (HE-Gen) (29), HaluEval-Wild (HE-Wild) (37), PubMedQA (30), RAGTruth (31) from HaluBench (38), and ToxicChat (33). Models 
are compared by using the AUROC curve (higher values are better with a maximum of 1). (A) AUROC comparison between judges and RFM-probes built using the same Llama 
LLM. Bold numbers indicate best-performing model between judge and probe. (B) AUROC comparison between the best judge model across the three Llama models in (A), 
GPT-4o, and ToxicChat-T5-Large (33) and the best RFM-probe. For probing, we reported the best of the aggregated and per-block models.

Fig. 5. Distinction between classification and steering directions. Even when both 
classification and steering can be implemented by a linear operation, the correspond-
ing classification and steering vectors can be very different.
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direction. Although the classes are linearly separable, they are not 
separable along the steering direction.

In our view, understanding the nature of what concepts are repre-
sented linearly by LLMs and why steering vectors can be obtained 
through classification are two key missing pieces in the puzzle of 
modern AI. We hope this work makes a step toward putting this puz-
zle together.
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Editor’s summary
Understanding how modern artificial intelligence (AI) models encode knowledge within their internal parameters is
crucial for improving model capabilities and implementing effective safeguards, especially as AI-based solutions
advance and proliferate so rapidly. Beaglehole et al. introduce a robust and scalable method for extracting linear
representations of concepts from various large-scale AI systems, including language models, vision-language models,
and reasoning models. The proposed technique allows for effective monitoring and steering of model outputs. Their
work offers valuable understanding of the fundamental properties underlying representations learned by large-scale
models in addition to its practical implications for improving AI performance and safety. —Yury V. Suleymanov
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